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Part I: 0/ervi ew 

• Federal Agency Name: Defense Mvanced ~search Projects Pgancy (D.AWA), 
Information Innovation a'fice (120) 

• Funding Opportunity litle: O;ber Qand Challenge (en:): Automated O;ber ~asoning 

• Announcement Type: .Amendment 2 

• Funding Opportunity Number: D.AWA-B£\A-14-05 

• Catalog of Federal Domestic Assistance Numbers (CFDA): Not Applicable 

• Dates 
o Posting Date: Cttober 22, 2013 
o Proposal D.Je Date: ..Bnuary 14, 2014, 12:00 noon (ET) 
o Competitor Days: ~ecificdatesand locations are TBDbut D.AWAanticipates 

holding the Competitor Days in the first two weeks of December 2013, 
approximately one week apart. The first will be held on December 3 and 4, 2013, in 
Arlington, VA and the second will be held December 9, 2013, in S:ln Fransisoo, CAa 
liD location on the VVSS. C'sast. D.AWA may post additional Competitor Day 
details in a future solicitation amendment on Fedbizopps. ~~ion 8.3 for 
details. 

• Anticipated Individual Awards: D.AWAanticipatesmultiple awards of $750,000 per 
phase of a two-phase effort. 

• Types of Instruments that May be Awarded: Firm-Fixed-Price Procurement Contracts 
or 01: her Transact ions. 

• Technical FDC Michael Walker, Program Manager, D.AWA'I20 

• BAA Bvlail : <J:l).CompetitorBAA@jarpa.mil 

• BAA Mailing Address: 

D.AWA'I20, AnN: D.AWA-B£\A-14-05 
675 North ~ndolph S:reet 
Arlington, VA22203-2114 

• 120 &>licitation Website: 
http:/ I www .darpa. mi I/ OJ port unities' &>licitat ions/120 &>I icitat ions.asox 

• O;ber Qand Challenge Website: www.darpa.mil/ cybergrandchallenge 
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Part II: Full Text of Announcement 

1. FUNDINGOPffiRTUNilYDES:RIPTlON 

The Defense .Advanced ~search A'ojects.A{}ency (DAWA) will host the Ojber Grand Olallenge 
(<Xl0. an unmanned cyber defense tournament. In support of this challenge, DAWA is soliciting 
innovative proposals from teams that will develop and field autonomous Ojber ~asoning 
Sjstems capable of comprehending and protecting software during a live exercise. ~ecifically 
exduded is research that primarily results in evolutionary improvements to the existing state of 
practice. 

DAWA recommends that all parties interested in proposing to this Broad .A{}ency 
Announcement (BAA) or participating in the <:X'J:review the <:X'J:website 
(www.darpa.millcybergrandchallenge) and, in partirular, the <:X'J:R.Jiesdorument for a full 
description of the en:: Bigible parties may enter the <:X'J:on the A'oposal Track through 
receiving an award under this Broad .A{}ency Announcement, or through open entry on the 
Q:>en Track 1. Any individual or entity receiving an award under this BAA may not participate in 
the <:X'J:asan Q:>en Track competitor or receive an award under DAWA-BAA-14-03. 

This BAA is being issued, and any resultant selection will be made, using procedures under 
Federai.Ai::quisition ~ulation (F~ 35.016. My negotiations and/or awards will use 
procedures under FAR 15.4. A'oposals received as a result of this BAA shall be evaluated in 
acx:ordance with evaluation criteria specified herein through a scientific review process. DAWA 
~are posted on the Federal &JsinessQ:>portunities(FBO) website (http://www.fbo.gov/). 

1.1. A.upose 

Top computer serurity experts test their skill head-to-head in competitive "Capture the Rag'' 
contests. These contests provide a competition rating for the ability of experts to locate and 
comprehend serurity weaknesses. 

The DAR=>A Q,tber G'and Olallenge will utilize a series of competition events to test the abilities 
of a new generation of fully automated cyber defense systems. During a final competition 
event, automated Ojber ~asoning Sjstemswill compete against each other in real time. This 
event will be held in a public setting and dorumented for research purposes. 

The <:X'J:seeks to engender a new generation of autonomous cyber defense capabilities that 
combine the speed and scale of automation with reasoning abilities exceeding those of human 
experts. 

1 S3e the cn:;R.Jiesfor a de&:ription of the Open Track. 
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1.2. Overview 

The Department of Defense (DoD) maintains information systems using a software tedmology 
base comprised of Commerdal Off The Slelf (ffi~ operating systems and applications. This 
ffi1Stechnology base is common to the DoD, industry, and the Defense Industrial Base, and 
the continual discovery of potential vulnerabilities in this software base has led to a constant 
cyde of intrusion, compromise discovery, patch formulation, patch deployment and recovery. 
This defensive cyde is rurrently performed by highly trained software analysts; it is the role of 
these analysts to reason about the fund ion of software, identify novel threats and remove 
them. Manual analysis of code and threats is an artisan process, often requiring skilled analysts 
to spend weeks or months analyzing a problem. The size of the technology base also 
contributes to the diffirulty of manually discovering vulnerabilities. 

PJ. the present time, automated program analysis capabilities are able to assist the work of 
human software analysts. These automation technologies indude Dynamic Analysis, S:atic 
Analysis, ~mbolic Execution, Constraint ~lving, Data Row Tracking, R.JzzTesting, and a 
multitude of related technologies. In the Ojber Qand Olallenge, a competitor will improve and 
combine these semi-automated technologies into an unmanned Oyber ~asoning ~em (~ 
that can autonomously reason about novel program flaws, prove the existence of flaws in 
networked applications, and formulate effective defenses. The performance of these 
automated systems will be evaluated through head-to-head tournament style competition. 

The ~program will draw widespread attention to the technology issues assodated with 
autonomous software comprehension and motivate entrants to overcome technical challenges 
to realize truly effective autonomous cyber defense. This program will challenge the most 
capable and innovative companies, institutions, and entrepreneurs to produce breakthroughs 
in capability and performance. 

1.3. Objectives 

Qmently, network Intrusion Detection ~stems, software serurity patches, and vulnerability 
scanners are all forms of signature based defense: defensive systems which ad on discrete 
quanta of human knowledge ("signatures''). Human analysts develop these signatures through 
a process of reasoning about software. In fully autonomous defense, a cyber system capable of 
reasoning about software will create its own knowledge, autonomously emitting and using 
knowledge quanta such as vulnerability scanner signatures, intrusion detection signatures, and 
serurity patches. 

The objective of this program is to identify effective, integrated automation of cyber reasoning 
tasks as assessed by the Areas of Excellence (.ADE) in Table 1. These .AcE address the protection 
of compiled test software ("Olallenge Binaries'' or "CBs'' ) operated on a dosed, monitored 
network(" Competition Framework''). 
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~ 
~ 

Areas of Excellence (AoE) 
Qualification 

Rnal Blent 
Blent 
(OOE) 

(CFE} 

Autonomous Analysis: The automated oomprehension 
1 of oomputer &>ftware (e.g. , CIS) provided through a 0 0 

Competition Framework. 
Autonomous Patdling: The automatic patdling of 

2 security flaws in as provided through a Competition 0 0 
Framework. 
Autonomous Vulnerability S::anning: The ability to 
oonstrud input whidl when transmitted over a 

3 network provides proof of the existence of flaws in 0 0 
CIS operated by oompetitors. These inputs shall be 
regarded as A'oofs of Vulnerability. 
Autonomous ~rvice Resiliency: The ability to 

4 maintain the availability and intended function of CIS 0 0 
provided through a Competition Framework. 
Autonomous Network Defense: The ability to discover 

5 and mitigate security flaws in CIS from the vantage 0 
point of a network security device. 

Table 1 -Areas of Excellence 

As stated above, DAWAreoommendsthat all parties interested in participating in the ~read 
the ~R.IIesdocument , whidl describes the ~in detail. Bigible partiesmayenterthe ~ 
on the A'oposal Track through receiving an award under this BAA, or through open entry on the 
Q:>en Track2

. Any individual or entity receiving an award under this M.A. may not participate in 
the ~as an Q:>en Track oompetitor or receive an award under DAWA-BAA-14-03. 

1.4. A'oposals for Automated 0/ber fEa&>ning 

S:rong proposals should both describe a revolutionary attempt at integrated, autonomous 
cyber rea&>ning that addresses the Areas of Excellence (A:> E) found in Table 1, as well as 
articulate an integration plan whidl describes how eadl of the tedlnologies addressing the AoE 
will work together in a oompetition-ready Ojber Rea&>ning ${stem(~. 

The ~oompetitions require a fully automated &>lution- no human assistance is permitted in 
any cyber rea&>ning processes, induding reverse engineering and patdl formulation. 
Therefore, proposals for &>lutions that are not fully automated will be oonsidered out of scope. 

2 S3e the a?C R.Jies for a des::ript ion of the Open Track. 
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1.5. Program S:ructure 

The program will consist of two phases, eadl ending with a competitive evaluation: the~ 
Qualification Btent (fiE} Alase and the ~Final Btent (CFE) Alase. In order to continue to 
the a=E Alase, performers must receive Alase Authorization. ~~ion 2.3 for further 
information on Alase Authorization. 

D~A antidpates that avvards under this B6A will be either firm-fixed-price prorurement 
contracts or 845 a her Transaction for Prototype (01) agreements3 with payments in eadl 
phase to be based on the milestones/ deliverables outlined below. Eadl milestone has a value 
expressed as a recommended percentage of eadl phase's avvard value; for OT avvards, this 
percentage refers to the Government's share. This list of milestones will form the basis of the 
S:atement of Work (fDN) to be incorporated in the avvards(see ~ion 4.2.1 .1.7.). 

<nEAlase 

During the initial 12 months of development, performers will begin work on a CR3capable of 
Autonomous Comprehension, Testing and ~silience (see h>E 1 - 4 in Table 1 ). Ferformers will 
be provided with an example set of CBs to use during development. Payments during the <nE 
Alase will align with the following deliverables: 

Public O:tpabil ities [e;cription (26%) 

Ferformers will deliver a paper describing the CR3approad1 to be used. This dorument shall 
contain no proprietary information and will be shared with parties building~ 
infrastructure. 

mE Mid Term ~ort (26%) 

Ferformers will deliver an interim progress report consisting of the following components: 

An Exerutive SJmmary describing <nEAlase progress to date. 

• A description of roadblocks and tedlnical issues encountered during development. 

Tedlnical progress logs whidl show the midpoint performance of the <RS Midpoint 
performance data will show the rurrent level of function of the CR3in eadl <nEPDE 
from Table 1 (h>E 1- 4). Midpoint performance data should be generated through 
processing the example CB set. Logs will be delivered in a human readable format to be 
independently evaluated. 

3 S3e http:/ /www.darpa.mii/Opportunities'Cbntract Management/Cbntract Manaqement.asox for information 
on award types. 
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• CRScompi.Jter software4 (source code) developed to date under DAWA funding as 
described in the sections on Intellectual A"operty below (1 .6 and 6.2.1 ). 

mE Technical Paper (6%) 

A"ior to the OOE, performers must deliver a OOETechnical Paper conforming to the <X?C 
Technical Paper G.Jidelines5

. roE Technical Papers are due in March 2015. ~the a:c 
website for specific due dates. 

mE Milestone (26%) 

M.. the end of OOEphase development, a performer CRSfunctioning autonomously must 
mitigate a flaw from at least one OOE CB while retaining some of the original CB functionality. 
This milestone will be evaluated by DAWA 

OOE~stem Demonstration (6%) 

All performers must demonstrate the function of their CRSduring a DAWAsite visit. 

OOES:>urce Qxle Delivery (10%) 

Performers must deliver the CRScomputer software (source code) developed to date under 
DAWA funding as described in sections 1.6 and 6.2.1. 

Ps stated above, performers must complete each cnE Alase milestone to receive payment. 
01ce these mil est ones have been completed to DAWA' s satisfaction, top performers at the 
OOEare eligible for Alase Authorization. 

a=EAlase 

During the second 12 months of development , performers will continue work towards a 
competition-ready ~capable of integrated function across all h>E in Table 1. Payments 
during the a=EAlase will align with the following deliverables: 

Fbst-00E~stem Btaluation (32%) 

Performers will deliver a paper describing successes, failures, and lessons learned through the 
processing of the cnE CB set. Papers should describe unsolved challenges discovered during 
the mE and a path for CRSimprovement to address these challenges. 

4 All references to "oomputer software" or "technical data" are intended to refer to the definitions of those terms 
asset forth in FAR2.101 . 
5 a?CTechnical Paper G.Jidel ineswill be posted on the a?Cwebsite. 
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CFEMid Term F€port (32%) 

Performers will deliver an interim progress report oonsisting of the following oomponents: 

. M Exea.Jtive SJmmary describing CFEA1ase progress to date. 

• A description of roadblocks and technical issuesenoountered during development. 

Technical progress logs which show the midpoint performance of the CRS Midpoint 
performance data will show the a.ment level of function of the CR3in all AoEfrom Table 
1. Midpoint performance data should be generated through processing the OOE CB set. 
Logs will be delivered in a human readable format to be independently evaluated. 

• CR3oomputer software (source oode) developed to date under DAR'A funding as 
described in sections 1.6 and 6.2.1. 

CFEinteroperability Milestone (13%) 

Performers must demonstrate the interoperability of their CR3with the (yber Qand 
Olallenge Competition R"amework. To pass interoperability testing, a performer CR3 
functioning autonomously must receive a Olallenge Binary from the Competition R"amework 
and field a defended version of the CB on a networked host . 

CFEMilestone (7%) 

N the end of CFEphasedevelopment, performers must pass the CFEmilestone. To pass this 
milestone, a performer CR3functioning autonomously must demonstrate the ability to 
formulate a A"oof of Vulnerability which demonstrates Area of Excellence 3 from Table 1 
against at least one CFECB. 

CFETechnical Paper (6%) 

N the end of CFEphase development, performers must deliver a CFETechnical Paper 
oonforming to the ~Technical Paper G.Jidelines. 

CFES:>urce Code Delivery (10%) 

Performers must deliver all CR3oomputer software (source oode) developed under DAR'A 
funding as described in sections 1.6 and 6.2.1. 
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1.6. Intellectual A"opertl 

A"oposers should note that the Government does not own the intellectual property of 
noncommerdal, technical data/computer software developed with Government funds; it 
instead a<X!uires the right to use the technical data/ computer software. The extent of these 
license rights depends on the development's source of funding. R3gardless of the scope of the 
Government's rights, performers may freely use their same data/ software for their own 
commerdal purposes (unless restricted by U.S export control laws or sea.~rity dassification). 
Therefore, technical data and computer software developed under DAR=>A-BAA-14-05 will 
remain the property of the performers. 

A key goal of the ~program is the release of <nEand CFEevent recordings into the public 
domain. To fadlitate this, proposers are strongly encouraged to assert intellectual property 
rights that are aligned with this goal. Data recorded during the <nEand CFEwill indude, but is 
not limited to: 

All event packet capture data. 
All event instruction trace data. 
All event memory snapshots. 
All modified CEs. 
All C8 outputs. 
All event scoring data. 

tee ~ion 6.2.1 for further information. 

1. 7. S::hedule 

The schedule listed herein contains tentative estimates. A"oposers should submit a detailed 
schedule that indudes the milestones' deliverables described in ~ion 1.5, is consistent with 
the maturity of their approaches and the risk reduction required for their concepts. These 
schedules will be synchronized across performers, as required, and monitored/ revised as 
necessary throughout the ~program's period of performance. For budgeting purposes, the 
anticipated start date for the program is,l.me 1, 2014. As detailed in the ~Riles, Q:>en Track 
and A"oposal Track teams will proceed, in parallel, in two phases: the <nEphase, aligned with 
the <nE, and the CFEA1ase, aligned with the CFE R:mkings in the <nEand the CFEwill be 
based on the same technical criteria and scoring mechanisms for all competitors, irrespective of 
track. A tentative timeline is shown in Rgure 1. 

6 S3e Defense Federal .Al:quistion ~lation 9..Jpplement (OF~ 252.227 for definitions of the terms used in this 
section and section 6.2.1. 
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FY 2014 

CQE Phase CFE Phase 

Proposal Track : ..................................................... !~! 

. . 9P.!n.lr"'-······································c·~•: •t.---------------:~a-.aE·•·a 

FY 2015 

Site 
Visits 

Rgure 1 Tentative Timeline 

FY 2016 
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2. AWAffi INFCHvlATlON 

2.1. Awards 

Multiple awards are antidpated. The level of funding for individual awards made under this 
solidtation has not been predetermined except where annotated and will depend on the 
quality of the proposals received and the availability of funds. Awards will be made to 
proposers whose proposals are determined to be the most advantageous and provide the best 
value to the Government, all faders oonsidered, induding the potential oontributions of the 
proposed work, overall funding strategy, and availability of funding. ~~ion 5.2. for further 
information. 

The Government reserves the right to: 
select for negotiation all , some, one, or none of the proposals received in response to 
this solidtation; 
make awards without disa.Jssions with proposers; . 
oondud disa.Jssions with proposers if it is later determined to be necessary; 
segregate portions of resulting awards into pre-priced options; 
accept proposals in their entirety or to select only portions of proposals for award; 
fund proposals in increments with options for oontinued work at the end of one or 
more phases; 
request additional dorumentation once the award instrument has been determined 
(e.g., representations and certifications); and, 
remove proposers from award oonsideration should the parties fail to reach agreement 
on award terms within a reasonable time or the proposer fails to provide requested 
additional information in a timely manner. 

A"oposalsselected for award negotiation may result in a firm-fixed-price (Fff? prorurement 
oontrad or other transaction (01) depending upon the nature of the work proposed, the 
required degree of interaction between parties, and other faders. In all cases, the Government 
oontrading officer shall have sole discretion to select award instrument type and to negotiate 
all instrument terms and oonditionswith selectees. Publication or other restridionswill be 
applied, as necessary, if DAR=>Adetermines that the researdl resulting from the proposed effort 
will present a high likelihood of disclosing performance dlaraderistics of military systems or 
manufacturing tedlnologies that are unique and critical to defense. Any award resulting from 
sudl a determination will indude a requirement for DAR=>Apermission before publishing any 
information or results on the program. For more information on publication restrictions, see 
~ion2.2. 

2.2. Fundamental ~seardl 

It is ~partment of ~tense (DoD) policy that the publication of products of fundamental 
researdl will remain unrestricted to the maximum extent possible. National ~rity ~sion 
Directive (NSJD) 189 established the national policy for oontrolling the flow of scientific, 
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technical, and engineering information produced in federally funded fundamental research at 
colleges, universities, and laboratories. NEDD 189 defines fundamental research as follows: 

'Fundamental research' means basic and applied research in science and engineering, the 
results of which ordinarily are published and shared broadly within the scientific 
community, as distinguished from proprietary research and from industrial development, 
design, production, and product utilization, the results of which ordinarily are restricted for 
proprietary or national security reasons. 

Af. of the date of publication of this BAA, DAFf'A cannot identify whether the work awarded 
under this BAA may be considered fundamental research; both fundamental and non
fundamental research may be awarded. R-oposersshould indicate in their proposal whether 
they believe the scope of the proposed research is fundamental. For certain efforts, it may be 
possible that although the research to be performed by the prime is non-fundamental, a 
subcontractor's tasks may be considered fundamental research. In those cases, it is the prime 
proposer's responsibility to explain in their proposal why its subcontractor's effort is 
fundamental research. While proposers should dearly explain the intended results of their 
research, DAFf'Ashall have sole discretion to determine whether the projed is considered 
fundamental research. 

Awards for non-fundamental research will indude the following statement or similar provision: 

There shall be no dissemination or publication, except within and between the contractor 
and any subcontractors, of information developed under this contract or contained in the 
reports to be furnished pursuant to this contract without prior written approval of DAFf'A's 
Public Felease Center (DAFf'A' Pfq . .AJI technical reports will be given proper review by 
appropriate authority to determine which Distribution 3atement is to be applied prior to 
the initial distribution of these reports by the contractor. With regard to subcontractor 
proposals for Contracted Fundamental Fesearch, papers resulting from undassified 
contracted fundamental research are exempt from prepublication controls and this review 
requirement, pursuant to EXlD Instruction 5230.27 dated a:tober 6, 1987. 

When submitting material for written approval for open publication, the 
contractor/ awardee must submit a request for public release to the Ffeand indude the 
following information: 1) CXlcument Information: title, author, short plain-language 
description of technology di&:Ussed in the material (approx. 30 words), number of pages (or 
minutes of video) and type (e.g., briefing, report, abstract, art ide, or paper); 2) Btent 
Information: type (e.g., conference, principal investigator meeting, art ide or paper), date, 
desired date for DAFf'A's approval; 3) DAFf'A ~onsor: DAFf'A R-ogram Manager, D~A 
office, and contract number; and 4) Contractor/ Awardee's Information: ~name, e-mail 
address and phone number . .AJiow four weeks for processing; due dates under four weeks 
require a justification. Unusual eledronicfile formats may require additional processing 
time. Fequests may be sent either to prc@:!arpa.mil or 675 North R:lndolph 3reet, 
Arlington VA22203-2114, telephone (571) 218-4235. ~ 
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http://www.darpa.mii/NewsBtents'F\Jblic R:llease Center/F\Jblic R:llease Center.aspx for 
further information about DAWA's public release proress. 

2.3. Alase Authorization 

M.. the end of the CXlEAlase, DAWAunilaterally reserves the right to proreed to the CFEAlase 
with potentially fewer A"oposal Track teams via a Alase Authorization. D.AWA will determine 
which teams will be granted Alase Authorization to proreed to the a=Ephase based upon the 
satisfaction of milestones and the availability of funds, among other considerations. For the 
challenge as a whole, D.AWA reserves the right not to proreed with subsequent phases if no 
technically viable project exists or funding is not available. D.AWA's decision whether to 
authorize the CFEAlasewill be provided in writing to each team upon the condusion of the 
OOEAlase via contract modification. 
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3. BJGIBIUlYINFOOvlAllON 

This section specifically refers to eligibility to propose to or receive an award under this PAA. 
Bigibility to participate in <X?Cevents is outlined in the <X?C Riles. 

3.1. Bigible Applicants 

All responsible sources capable of satisfying the C?overnment's needs may submit a proposal 
that shall be considered by DAWA DAWAwill consider eligibility submissions on a case-by
case basis; however, the burden to prove eligibility for all team members rests solely with the 
proposer. 

3.1.1. Federally Funded ~search and Development Centers (FFRDCs) 

FFRDCs are subject to applicable direct competition limitations and cannot propose to this 
solicit at ion in any capacity unless the following conditions are met. FFRDCs must 

dearly demonstrate that the proposed work is not otherwise available from the private 
sector and 
must provide a letter on official letterhead from their sponsoring organization citing the 
specific authority establishing the FFF{)Cs eligibility to propose to C?overnment 
solicitations and compete with industry, and compliance with the terms and conditions 
in the associated FFR:>Csponsor agreement . 

This information is required for FFRDCs proposing as either prime contractors or 
subcontractors. N. the present time, DAWAdoes not consider 15 Us:;§ 3710a to be 
sufficient legal authority to show eligibility. For some entities, 10 us:;§ 2539b may be the 
appropriate statutory starting point however, specific supporting regulatory guidance, 
together with evidence of agency approval, will still be required to fully establish eligibility. 

3.1.2. C?overnment Entities 

C?overnment entities (e.g. , C?overnment laboratories, military educational institutions, etc.) are 
subject to applicable direct competition limitations and cannot propose to this solicitation in 
any capacity. 
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3.1.3. Foreign Participation 

Non-U.S organizations and/ or individuals may participate to the extent that such participants 
comply with any necessary nondisclosure agreements, serurity regulations, export control laws, 
the ~Riles and other governing statutes applicable under the cira.Jmstances. 

3.2. Proa.Jrement Integrity, S:andardsof Conduct , Bhical Considerations and 
Organizational Conflicts of Interest (fils) 

Qment Federal employees are prohibited from participating in partia.Jiar matters involving 
conflicting financial , employment , and representational interests (18 U!:C§§ 203, 205, and 208). 
Prior to the start of proposal evaluation, the <?overnment will assess potential ros and will 
promptly notify the proposer if any appear to exist. The <?overnment assessment does not 
affect, offset , or mitigate the proposer's responsibi I ity to give fu II not ice and planned mitigation 
for all potential organizational conflicts, as discussed below. 

In accordance with FAR9.5 and without prior approval or a waiver from the DAWA Director, a 
contractor cannot simultaneously provide scientific, engineering, and technical assistance 
(s=TA) or similar support and be a technical performer. As part of the proposal submission, all 
members of a proposed team (prime proposers, proposed subcontractors and consultants) 
must affirm whether they (individuals and organizations) are providing s=TA or similar support 
to any DAWA technical office(s) through an active contract or subcontract. Affirmations must 
state which office(s) the proposer and/ or proposed subcontractor/ consultant supports and 
must provide prime contract number(s). All fads relevant to the existence or potential 
existence of organizational ros must be disclosed. The disclosure shall indude a description of 
the ad ion the proposer has taken or proposes to take to avoid , neutralize, or mitigate such 
conflict . If, in the sole opinion of the <?overnment after full consideration of the cira.Jmstances, 
a proposal fails to fully disclose potential conflicts of interest and/ or any identified conflict 
situation cannot be effectively mitigated, the proposal will be rejected without technical 
evaluation and withdrawn from further consideration for award. 

If a prospective proposer believes a ro exists or may exist (whether organizational or 
otherwise) or has a question as to what constitutes a conflict, a summary of the potential 
conflict should be sent to ~CompetitorBAA((y.iarpa.mil before preparing a proposal and 
mitigation plan. 

3.3. Cost Slaring/ Matching 

Cost sharing is not required ; however, it will be carefully considered where there is an 
applicable statutory condition relating to the selected funding instrument (e.g. , OTs under the 
authority of 10 U!:C§ 2371 ). 
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3.4. Other Bigibility ~uirements 

Due to the implicit oonflid of interest involved in both ard1iteding and oompeting in the Q/ber 
Qand Olallenge, no entity may oompete in the ~events and also take part in building the 
oompetition. ftsa result , any personnel funded by DARlA to support the Q/ber G"and Olallenge 
are not eligible to receive an award under DAR=>A-BAA-14-05 whether as a prime, 
suboontrador, or in any other capacity from an organizational to individual level. This group 
indudes, but is not limited to, any party funded under DAR=>A-BAA-14-03 as well as any FFRJC 
or Government personnel whose scope of work oovers ~ard1itedure development. 

In the event that a proposer submits an otherwise selectable proposal to both DAR=>A-BAA-14-
05 and DAR=>A-BAA-14-03, the decision as to whid1 proposal to oonsider for award is at the 
discretion of the Government. 
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4. APPLJC'AllONANDSJBMiffiON IN~AllON 

4.1. Address to ~uest Application Package 

Thisdorument contains all information required to submit a response to thissolidtat ion. No 
additional forms, kits, or other materials are needed except as referenced herein. No request 
for proposal (~or additional solidtation regarding this opportunity will be issued, nor is 
additional information available except as provided at the Federal Business ~port unities 
website (http://www.fbo.gov) or referenced herein. 

4.2. Content and Form of Application SJbmission 

4.2.1 . Proposal Content 

Proposals consist of Volume 1: Technical and Management Proposal (induding mandatory 
Appendix A and optional Appendix B) and Volume 2: Cost Proposal. 

AJI pages shall be formatted for printing on 8-1/2 by 11-indl paper with a font size not 
smaller than 12 point. Font sizes of 8 or 10 point may be used for figures, tables, and 
dlarts. CXJrument files must be in .pdf, .odx, .doc, .doc::x, .xis, or .xlsx formats. SJbmissions 
must be written in 81glish. 

Proposals not meeting the format prescribed herein may not be reviewed. Nonconforming 
proposals may be rejected without review. A proposal dlecklist is provided in S:dion 8.4. 

4.2.1.1. Volume 1: Technical and Management Proposal 

The maximum page count for Volume 1 is 15 pages, induding all figures, tables and dlarts 
but not induding the cover sheet , table of contents or appendices. A submission letter is 
optional and is not induded in the page count. Appendix A does not count against the page 
limit and is mandatory. Appendix B does not count against the page limit and is optional. 
Mditional information not explidtly called for here must not be submitted with the 
proposal , but may be induded as links in the bibliography in Appendix B. SJdl materials will 
be considered for the reviewers' convenience only and not evaluated as part of the proposal. 

Volume 1 must indude the following components: 

4.2.1 .1.1. Cover Sleet: lndude the following information. 

• Label : "Proposal : Volume 1" 
• Bl'Anumber (D~A-BAA-14-05) 
• Proposal title 
• Lead organization (prime contractor) name 

Type of business, selected from the following categories: Large Business, Snail 
Disadvantaged Business, Oher Snail Business, HBOJ, M I, Oher 8::Jucational, 
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or Other Nonprofit 
• Tedmical point of contact (FOq induding name, mailing address, telephone, 

and email 
A::lministrative FCCinduding name, mailing address, telephone number, and 
email address 

• Award instrument requested: FFPprorurement contract or OT. 7 

• Aace(s) and period(s) of performance 
• Other team member (subcontractors and consultants) information (for each, 

indude Tedmical FCC name, organization, type of business, mailing address, 
telephone number, and email address) 
A"oposal validity period (minimum 120 days) 
Data Universal Numbering ~stem (DUN~ number8 

Taxpayer identification number9 

Commercial and Glvernment Bltity(CAG:) code10 

A"oposer's reference numb~r (if any) 

4.2.1.1.2. Table of Contents 

4.2.1.1.3. Exerutive SJmmary: A"ovide a synopsis of the proposed Q,tber 
FEasoning ~stem , induding key technologies and competition strategy. 

4.2.1.1.4. Technical A an: Outline and address technical challenges inherent in 
automated Q,tber competition and potential solutions for overcoming these 
problems. Demonstrate a deep understanding of the technical challenges and 
present a credible (even if risky) plan to compete successfully. R-esent a technical 
plan that aligns with the milestones' deliverables required by this B6A 

4.2.1 .1.5. Team Management A an: Identify a principal investigator (A) for the 
project. Describe the areas of responsibility of each team member and their role 
within the CRSintegration plan. 

4.2.1.1 .6. Capabilities: Describe team experience in relevant subject area(s), 
existing intellectual property, specialized facilities, and any Glvernment-furnished 

7 Information on award instruments can be found at 
http://www.darpa.mil/ Opportunities/ O:mtract Management/ Cbntract Management .aspx. 
8 The DUNS number is used as the G:lvernment's oontractor identification oode for all procurement-related 
activities. G:l to http://fedgov.dnb.oom/webform/ index.jso to request a DUNS number (may take at least one 
business day). 93e S3ction 6.2.5. for further information. 
9 93e http://www.irs.gov/businesses'small/international/artide/O,id=96696.00.html for information on 
requesting a llN. Note, requests may take from 1 business day to 1 month depending on the method (online, fax, 
mail). 
10 The CAr:£ Cbde is an identification number used within the G:lvernment to support a variety of systems. 93e 
S3ct ion 6.2.5. for further information. 
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materials or information. Disa.Jssteam experience in cyber oompetitions, program 
analysis, and any dosely related researdl areas and previous accomplishments. 
Fesumes oount against the proposal page oount so proposers may wish to indude 
them as links in .Appendix Bbelow. 

4.2.1.1.7. Satement of Work (s:JN), S::hedule and Milestones: The S::Wmust 
provide a detailed task breakdown, scheduled to align with the 
milestones! del iverables specified herein. 

4.2.1 .1.8. Appendix A: This section is mandatory and must indude all of the 
following oomponents. If a partia.Jiar subsection is not applicable, state " Na-.JE" 

4.2.1.1.8.1 . Team Member Identification: A"ovide a list of all team members 
(prime, suboontractor(s), and oonsultant(s)). Identify specifically whether any 
are a non-US organization or individual , or an FFRX: Use the following format 
for this list : 

R>le Non-US? 

Individual Name 
(R-ime, 

Qganization FmJC? 
SJbcont rad or Qg. Ind. 
or Consultant) 

4.2.1.1.8.2. FFRDCTeam Member R-oof of Bigibility to A"opose: If none of 
the team member organizations (prime or suboontractor) are FFRJO:;, state 
"NQ\JE" 

If any of the team member organizations are FFRJO:;, provide doa.Jmentation 
(per ~ion 3.1.2) dting the specific authority that establishes the applicable 
team member's eligibility to propose to Government solidtationsto indude: 1) 
statutory authority; 2) oontractual authority; 3) supporting regulatory 
guidance; and 4) evidence of agency approval for applicable team member 
partidpation. 

4.2.1.1 .8.3. FFRDCTeam Member Satement of Unique Capability: If none of 
the team member organizations (prime or suboontractor) are FFRJO:;, state 
"NQ\JE" 

If any of the team member organizations are FFRJO:;, provide a statement (per 
~ion 3.1.2) that demonstrates the work to be performed by the FFR:>Cteam 
member is not otherwise available from the private sector. 
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4.2.1.1.8.4. Qganizational Conflict of Interest Affirmations and Disclosure: If 
none of the proposed team members is rurrently providing ~A or similar 
support as described in S:rlion 3.2, state" NQ\JE" 

If any of the proposed team members (individual or organization) is rurrently 
performing ~A or similar support, furnish the following information: 

A"ime Qmtract DAWA Technical A des::ription of the action the proposer has taken or 
Number Office SJpported proposes to take to avoid, neutralize, or mitigate the 

oonflict 

4.2.1.1.8.5. Intellectual Property (1~ : If no IPrestrictionsare intended, state 
"NQ\JE" The Government will assume unlimited rights to aiiiPnot explicitly 
identified as restricted in the proposal. 

For all technical data or computer software that will be furnished to the 
Government with other than unlimited rights, provide (per S:rlion 6.2.1) a 
list describing all proprietary daims to results, prototypes, deliverables or 
&ystems supporting and/ or neressary for the use of the research, results, 
prototypes and/ or deliverables. Provide dorumentation proving ownership 
or posse$ion of appropriate licensing rights to all patented inventions (or 
inventions for which a patent application has been filed) to be used for the 
proposed project . The following format should be used for these lists: 

NQ\JCDrvl M ERJAL 
Technical Data and/ or 9.Jmmaryof Basis for Asserted Rg,ts Name of Ferson 
Cbmputer SJftware To Intended Use in Assertion category Asserting Festrictions 

be Furnished With the Cbnduct of 
Festrictions the Fesearch 

(Ust) (Narrative) (Ust) (Ust) (Ust) 
(Ust) (Narrative) (Ust) (Ust) (Ust) 

CDrv1 M ERJAL 
Technical Data and/ or 9.Jmmaryof Basis for Asserted Rg,ts Name of Ferson 
Cbmputer SJftware To Intended Use in Assertion category Asserting Festrictions 

be Furnished With the Cbnduct of 
Festrictions the Fesearch 

(Ust) (Narrative) (Ust) (Ust) (Ust) 
(Ust) (Narrative) (Ust) (Ust) (Ust) 

4.2.1.1 .8.6. Rapresentations Ragarding Unpaid ~linquent Tax Uability or a 
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Felony Conviction under Any Federal Law: Fer ~ion 6.2.8, complete the 
following statements. 

(a) The proposer represents that it is [ ] is not [ ] a corporation that has 
any unpaid Federal tax liability that has been assessed, for which all judicial 
and administrative remedies have been exhausted or have lapsed, and that 
is not being paid in a timely manner pursuant to an agreement with the 
authority responsible for collecting the tax liability. 

(b) The proposer represents that it is [ ] is not [ ] a corporation that was 
convicted of a felony criminal violation under Federal law within the 
prereding 24 months. 

4.2.1.1.8.7. Cost Account i ngSandards(C'A~ Notiresand Certification: Fer 
~ion 6.2.9, any proposer who submits a proposal which, if accepted, will 
result in a C'AScompliant contract , must indude a Disclosure Satement as 
required by 48 CFR9903.202. The disclosure forms may be found at 
http://www.whitehouse.gov/ omb/ prorurement casb. 

If this section is not applicable, state " NONE" 

4.2.1.1.8.8. SJbcontractor A an: F\.Jrsuant to ~ion 8(d) of the Snail Business 
Pd. (15 US:§ 637(d)), it is Government policy to enable small business and 
small disadvantaged business conrerns to be considered fairly as 
subcontractors to organizations performing work as prime contractors or 
subcontractors under Government contracts, and to ensure that prime 
contractors and subcontractors carry out this policy. If applicable, prepare a 
subcontractor plan in accordanrewith FAR19.702(a) (1) and (2). The plan 
format is outlined in FAR19.704. 

If this section is not applicable, state " NONE" 

4.2.1.1.9. Appendix B: If desired, indude a brief bibliography with links to relevant 
papers, reports, or resumes. CX:> not indude technical papers. This section is 
optional , and the linked materials will not be evaluated as part of the proposal 
review. 

4.2.1.2. Volume 2- Cost A"oposal 

This volume is mandatory and must indude all the listed components. No page limit is 
specified for this volume. 

The cost proposal should indude a spreadsheet file (.xis or equivalent format) that 
provides formula trareability among all components of the cost proposal. The spreadsheet 
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file must be induded as a separate oomponent of the full proposal package. Costs must be 
traceable between the prime and suboontradors'oonsultants, as well as between the oost 
proposal and the roN. 

Pre-award oosts will not be reimbursed unless a pre-award oost agreement is negotiated 
prior to award. 

4.2.1 .2.1. Cover Sleet : lndude the same information as the oover sheet for Volume 
1, but with the label "Proposal: Volume 2." 

4.2.1.2.2. Cost SJmmary: Provide a single-page summary broken down by phase 
(OOEand CFE} listing oost totals for labor, materials, other direct charges(()[)();), 
indirect oosts (overhead, fringe, general and administrative (<?&A)} , and any 
proposed profit/fee for the project. lndude oosts for each task in each phase of the 
project by prime and major suboontradors, total oost and proposed oost share, if 
applicable. 

4.2.1 .2.3. Detailed Cost Information: For each task, provide the following oost 
details in quarterly increments (3 months). lndude supporting documentation 
describing the method used to estimate oosts. Identify any oost sharing. 

Proposers seeking a procurement oontrad award of $700,000 or greater must 
provide "certified oost or pricing data" (as defined in FAR2.101) unless an exception 
applies (see FAR 15.403.). Certified oost or pricing data is not required if requesting 
an OT. 

4.2.1.2.3.1. Direct Labor: Provide labor categories, rates and hours. J.Jstify 
rates by providing examples of equivalent rates for equivalent talent , past 
oommercial or Government rates or Defense Contract Audit ~ncy approved 
rates. 

4.2.1.2.3.2. Materials: Provide an itemized list of all proposed materials, 
equipment , and supplies for each year induding quantities, unit prices, 
proposed vendors (if known), and the basis of estimate (e.g. , quotes, prior 
purchases, catalog price lists, etc.). For proposed equipment/ information 
technology (as defined in FAR2.101) purchases equal to or greater than 
$50,000, indude a letter justifying the purchase. lndude any requests for 
Government-furnished equipment or information with oost estimates (if 
applicable) and delivery dates. 

4.2.1.2.3.3. OI:XS: Provide an itemized breakout and explanation of all other 
anticipated direct oosts. 

4.2.1.2.3.4. Indirect Costs: Identify all indirect oost rates (such as fringe 
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benefits, labor overhead, material overhead, G&A etc.) and the basis for each. 

4.2.1.2.3.5. Travel: A-ovide a breakout of travel costs induding the purpose 
and number of trips, origin and destination(s), duration, and travelers per trip. 

4.2.1.2.3.6. 3.Jbcontractor/ Qmsultant Costs: A-ovide above info for each 
proposed subcontractor/ consultant. 3.Jbcontractor cost proposals must 
indude interdivisional work transfer agreements or similar arrangements. 

4.2.1 .2.3. 7. Other Transactions: A-oposers requesting award of an 845 Other 
Transaction for A-ototypes (845 01) agreement must indicate whether they 
qualify as a nontraditional Defense contractor 11

, have teamed with a 
nontraditional Defense contractor, or are providing a one-third cost share for 
this effort. A-ovide information to support the daims. 

4.2.1.2.4. 3.Jbcontractor/ Consultant Cost A-oposals: The proposer is responsible 
for the compilation and submission of all subcontractor/consultant cost proposals. 
A-oposal submissions will not be considered complete until the Government has 
received all subcontractor/consultant cost proposals. 

A-oprietary subcontractor/ consultant cost proposals may be induded as part of 
Volume 2 or emailed separately to ~CDmpetitorBAA@jarpa.mil (not uploaded to 
the submission site). 8nail messages must indude "3.Jbcontractor Cost A-oposal" in 
the subject line and identify the prindpal investigator, prime proposer organization 
and proposal title in the body of the message. 

4.2.2. A-oprietary and Oassified Information 

DAR=>A policy is to treat all submissions as source selection information (see FAR2.1 01 and 
3.104) and to disclose the contents only for the purpose of evaluation. ~strictive notices 
notwithstanding, during the evaluation process, submissions may be handled by support 
contractors for administrative purposes and/ or to assist with technical evaluation. All DAR=>A 
support contractors performing this role are expressly prohibited from performing DAR=>A
sponsored technical research and are bound by appropriate nondisclosure agreements. 

4.2.2.1. A-oprietary Information 

A-oposersare responsible for dearly identifying proprietary information. 3.Jbmissions 
containing proprietary information must have the cover page and each page containing such 

11 For definitions and information on 845 OTageementssee 
http://www.darpa.mii/Q:>oortunities'Cbntract Management/Other Transactions and Technology Investment A 
qreements.as:>x and "Other Transactions (01) G.lide For R"ototype R"ojeds," dated ..Bnuary 2001 (as amended) at 
http://www.aa::J.o&:l.mil/ dpap/I:X>cs' otg.Jide.doc 
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information dearly marked. A"oprietary information must not be induded in the proposed 
schedule, milestones, or s:JN. 

4.2.2.2. Oassified Information 

Because the CD::; program emphasizes the idea of creating and leveraging open source 
technology, dassified submissions (dassified technical proposals or dassified appendices to 
undassified proposals) will not be accepted under thissolidtation. 

4.3. SJbmission Dates and limes 

A"oposersarewarned that submission deadlines as outlined herein are strictly enforced. 
D~A will acknowledge receipt of oomplete submissions via email and assign oontrol numbers 
that should be used in all further oorrespondence regarding submissions. Note: these 
acknowledgements will not be sent until after the due date(s) as outlined herein. 

Failure to oomply with the submission procedures outlined herein may result in the submission 
not being evaluated. 

The proposal package--full proposal (Volume 1 and 2), encryption password and, as applicable, 
proprietary suboontractor oost proposals-must be submitted per the instructions outlined 
herein and received by D~A no later than ...Bnuary 14, 2014 at 1200 noon (ET). SJbmissions 
received after this time will not be reviewed. 

4.4. Funding ~rictions 

Not applicable. 

4.5. Other SJbmission Requirements 

A"oposers must submit all parts of their submission package using the same method; 
submissions cannot be sent in part by one method and in part by another method nor should 
duplicate submissions be sent by multiple methods. 8nail submissions will not be accepted. 

4.5.1. Undassified SJbmission Instructions 

D~A'I20will employ an electronic web-based upload submission Sjstem for UN~RBJ 
proposals under this solicitation. For each proposal submission, proposers must oomplete an 
online oover sheet in the D~A' 120 S::>lidtation SJbmission ~stem 
(https://www.i2osupport.csc.oom/baalindex.aso). Upon oompletion of the online oover sheet , 
a oonfirmation screen will appear which indudes instructions on uploading the proposal. 
If a proposer intends to submit more than one proposal, a unique user ID and password must 
be used in creating each oover sheet or subsequent uploads will overwrite previous ones. Olce 
each upload isoomplete, a oonfirmation will appear and should be printed for the proposer's 
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records. 

All uploaded proposals must be zipped with a VVinZip-compatible format and encrypted using 
256-bit key AESencryption. Olly one zipped/ encrypted file will be aa::epted per submission. 
SJbmissionswhich are not zipped/encrypted will be rejected by DAR=>A M. the time of 
submission, an encryption pasg,vord form 
(https:/ /www.i2osupport.csc.com/baa/pasg,vord.doc) must be completed and emailed to <::x3). 

CompetitorBA.MV;jarpa.mil with the word" P~' in the subject line of the email. Failure 
to provide the encryption pasg,vord will result in the submission not being evaluated. 

Snce proposers may encounter heavytrafficon the web server, they should not wait until the 
day proposals are due to fill out a cover sheet and upload the submission. Technical support 
for web server/ submission issues may be directed to BAATechl-lelp@jarpa.mil. Technical 
support is typically available during regular business hours (9:00 .AM -5:00 Rv1 Er, Monday
Friday). 

4.5.2. Oassified SJbmission Instructions 

As stated above, dassified submissions (dassified technical proposal or dassified appendices to 
undassified proposals) will not be aa::epted under thissolidtation. 
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5. APPUC'A llON REVIBN I NFCRvlA llON 

5.1. Blaluation O"iteria 

R"oposalswill be evaluated using the following criteria listed in desrending order of 
importance: OJerall S:ientific and Technical Merit ; Fbtential Contribution and ~levance to the 
DARJAMission; and Cost ~alism . 

OJeraiiS:ientificand Technical Merit: The proposed technical approach is feasible, 
achievable, complete and supported by a proposed technical team that has the 
expertise and experience to accomplish the proposed tasks. The proposed approach 
des:ribes a feasible plan to construct a competition-ready autonomous Q/ber ~asoning 
~stem that addresses all the Areas of Excellence found in Table 1. 

Fbtential Contribution and ~levance to the DARJA Mission: The potential contributions 
of the proposed effort are relevant to DARJA's cyber research portfolio. The proposal 
indudes a feasible plan to transition cyber reasoning based improvements to the 
software base utilized by the research, industrial, and/or operational military 
communities in such a way as to enhance U.S cyber defense. Any proposed intellectual 
property restrictions are not antidpated to impact the Covernment'sability to transition 
the technology. 

Cost ~I ism: The proposed costs are based on realistic assumptions, reflect a suffident 
understanding of the technical goals and objectives of the solidtation, and are 
consistent with the proposer's technical/ management approach (to indude the 
proposed f!DN). The costs for the prime and subcontractors/ consultants are 
substantiated by the details provided in the proposal (e.g., the type and number of labor 
hours proposed per task, the types and quantities of materials, equipment and 
fabrication costs, travel and any other applicable costs). 

5.2. ~view and ~lection R"ocess 

DARJA policy is to ensure impartial, equitable, and comprehensive proposal evaluations. 
~lections under this solidtation will be made to proposers on the basis of the evaluation 
criteria listed in ~ion 5.1 . 

Qualified Covernment personnel will conduct a scientific and technical review of each 
conforming proposal and (if nece$3ry) convene panels of experts in the appropriate areas. 
SJbject to the restrictions set forth in FAR37.203(d), input on technical aspects of the 
proposals may be solidted by DARJA from non-Covernment consultants/ experts who are 
strictly bound by appropriate nondisclosure agreements/ requirements. 

The review process identifies proposals that meet the established criteria and are, therefore, 
selectable for negotiation of funding awards by the Covernment. ~lections may be made at 
any time during the period of solidtation. 
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Ffoposalsare evaluated individually, not rated competitively against other proposals because 
they are not submitted in accordanre with a common work statement . For purposes of 
evaluation, a proposal is defined to be the document and supporting materials as described in 
~ion4. 

Failure to comply with the submission proredures may result in the submission not being 
evaluated. No submissions will be returned . After proposals have been evaluated and 
selections made, the original of each proposal will be retained at DAWA 
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6. AWAffiADMINISTRAllON 

6.1. 8election Notices 

After proposal evaluations are oomplete, proposers will be notified as to whether their proposal 
was deemed selectable as a result of the review process. Notification will be sent by email to 
the technical and administrative R:XS identified on the proposal rover sheet . If a proposal has 
been selected for award negotiation, the C?overnment will initiate those negotiations following 
the notification. 

6.2. Administrative and National Policy ~uirements 

6.2.1. Intellectual A"operty 

It is desired that all nonoommerdal software (induding source oode), software dorumentation, 
hardware designs and dorumentation, and technical data generated under the program be 
provided as a deliverable to the C?overnment with a minimum of C?overnment R.Jrpose Rghts. 
A"oposers expecting to use, but not to deliver, oommerdal open source tools or other materials 
in implementing their approadl may be required to indemnify the C?overnment against legal 
liability arising from sudl use. All references to "Unlimited Rghts'' or "C?overnment R.Jrpose 
Rghts'' are intended to refer to the definitions of those terms as set forth in DFARS227. 

6.2.1 .1. Intellectual A"operty ~presentations 

All proposersmust provide a good faith representation of either ownership or possession 
of appropriate licensing rights to all other intellectual property to be used for the proposed 
project . A"oposers must provide a short summary for eadl item asserted with less than 
unlimited rights that describes the nature of the restriction and the intended use of the 
intellectual property in the oonduct of the proposed researdl . 

6.2.1.2. Patents 

All proposers must indude dorumentation proving ownership or possession of appropriate 
licensing rights to all patented inventions to be used for the proposed project. If a patent 
application has been filed for an invention, but it indudes proprietary information and is 
not publidy available, a proposer must provide dorumentation that indudes: the patent 
number, inventor name(s), assignee names (if any), filing date, filing date of any related 
provisional application, and summary of the patent title, with either: (1) a representation 
of invention ownership, or (2) proof of possession of appropriate licensing rights in the 
invention (i.e., an agreement from the owner of the patent granting license to the 
proposer). 

6.2.1 .3. A"orurement Contracts 

6.2.1 .3.1. Nonoommerdal Items (Technical Data and Computer !:bftware) 

A"oposers requesting a prorurement oontract must list all nonoommerdal technical data 
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and computer software that it plans to generate, develop, and/or deliver, in whidl the 
Government will acquire less than unlimited rights and to ag;ert specific restrictions on 
those deliverables. In the event a proposer does not submit the list , the Government will 
assume that it has unlimited rights to all noncommerdal technical data and computer 
software generated, developed, and/ or delivered, unless it is substantiated that 
development of the noncommerdal technical data and computer software occurred with 
mixed funding. If mixed funding is antidpated in the development of noncommerdal 
technical data and computer software generated, developed, and/ or delivered, proposers 
should identify the data and software in question as subject to GFR In accordanre with 
DFARS252.227-7013, "Rghtsin Technical Data- Noncommerdalltems," and DFARS 
252.227-7014, "Rghtsin Noncommerdal Computer &>ftwareand Noncommerdal 
Computer &>ftware DJcumentation ," the Government will automatically assume that any 
sudl Cffirestriction is lfmited to a period of 5 years, at whidl time the Government will 
acquire unlimited rights unless the parties agree otherwise. The Government may use the 
list during the evaluation proress to evaluate the impact of any identified restrictions and 
may request additional information from the proposer, as may be neressary, to evaluate 
the proposer'sag;ertions. Failure to provide full information may result in a 
determination that the proposal is not compliant with the solidtation. A template for 
complying with this request is provided in S3ction 4.2.1.1.8.5. 

6.2.1.3.2. Commerdalltems (Technical Data and Computer &>ftware) 

A"opo5ers requesting a procurement contract must list all commerdal technical data and 
commerdal computer software that may be induded in any noncommerdal deliverables 
contemplated under the researdl project , and ag;ert any applicable restrictions on the 
Government's use of sudl commerdal technical data and/ or computer software. In the 
event a proposer does not submit the list , the Government will assume there are no 
restrictions on the Government's use of sudl commerdal items. The Government may 
use the list during the evaluation proress to evaluate the impact of any identified 
restrictions and may request additional information from the proposer to evaluate the 
proposer's ag;ertions. Failure to provide full information may result in a determination 
that the proposal is not compliant with the solidtation. A template for complying with 
this request is provided in S3ction 4.2.1 .1.8.5. 

6.2.1.4. Other Types of Awards 

A"oposers responding to this solidtation requesting an OT shall follow the applicable rules 
and regulations governing that award instrument induding appropriately identifying any 
potential restrictions on the Government's use of any intellectual property contemplated 
under those award instruments in question. This indudes both noncommerdal items and 
commerdal items. The Government may use the list as part of the evaluation proress to 
ag;ess the impact of any identified restrictions, and may request additional information 
from the proposer, to evaluate the proposer's ag;ertions. Failure to provide full 
information may result in a determination that the proposal is not compliant with the 
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solicitation. R"oposers may use a format similar to the template provided in ~ion 
4.2.1.1.8.5. 

6.2.2. E?<port Control 

Per DFARS225.7901 , all procurement contracts and OTs(asdeemed appropriate) resultant 
from this solicitation will indude the DFARSExport Control dause (252.225-7048). 

6.2.3. Employment Bigibility Verification 

Per FAR22.1802, recipients of FAR-based procurement contracts must enroll as Federal 
contractors in E-verify 12 and use the system to verify employment eligibility of all employees 
assigned to the award. All resultant contracts from this solicitation will indude the dause at 
FAR52.222-54, "Employment BigibilityVerification." Thisdausewill not be induded in OTs. 

6.2.4. Additional ~uirements and Responsibilities relating to Alleged O"imes by or 
against Contractor Personnel in Iraq and Afghanistan 

In accordance with FAR 1.1 08(d), the following dause will be used in all contracts performed in 
Iraq or Afghanistan. SJch contracts are defined as " contracts with the Department of Defense, 
a subcontract at any tier issued under such a contract , or a task order or delivery order at any 
tier issued under such contract , induding a contract , subcontract , or task order or delivery 
order issued by another Government agency for the Department of Defense, if the contract , 
subcontract , or task order or delivery order involves work performed in Iraq or Afghanistan for 
a period longer than 14 days." 

(a) The contractor shall report to the appropriate investigative authorities, identified in 
paragraph (c) below, any alleged offenses under-

(1) The Uniform Code of Military J.Jstice (1 0 Us:;§ 47) applicable to contractors serving 
with or accompanying an armed force in the field during a dedared war or a 
contingency operation; or 
(2) The Military BctraterritoriaiJ.Jris:liction Pd. (18 U~§ 212). 

(b) The contractor shall provide to all contractor personnel who will perform work on a 
contract in Iraq or Afghanistan, before beginning such work, information on the following: 

(1) How and where to report an alleged crime described in paragraph (a) of this dause. 
(2) Where to seek victim and witness protection and assistance available to contractor 
personnel in connection with an alleged offense described in paragraph (a) of this 
dause. 

(c) The appropriate invest igative authorities to which suspected crimes shall be reported 
indude the following officials-

(i) USArmy O"iminallnvestigations Division at 
http://www.cid.army.mil/ reportacrime.html 
(ii) Air Force Ofice of ~eciallnvestigations at 

12http://1NWW.ufris.r:pv/ e-verify 
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http://www.osi .af.mil/library/ index. asp 
(iii) Navy Qiminallnvestigative ~rvire at 
http://www.ncis.naw.mil/ Pages/ publicx:lefault .asox; or 
(iv) To the command of any supported military element or the command of any 
base. 

(d) Personnel seeking whistleblower protection from reprisals for reporting ~iminal ads 
shall seek guidanre through the DoD Inspector General hot line at (800) 424-9098 or 
www.dodig.mii/H01UN6'index.html. Personnel seeking other forms of victim or witness 
protection should contact the nearest military law enforrement offire. 

6.2.5. Sjstem for Award Management (SA.M) ~istration and Universal Identifier 
~uirements 

Unless the proposer is exempt from this requirement , as per FAR4.1102 or 2 CFR25.110, as 
applicable, all proposers must be registered in the SAM and have a valid DUNS number prior to 
submitting a proposal. All proposers must provide their DUNS number in each proposal they 
submit. All proposers must maintain an active SAM registration with rurrent information at all 
times during which they have an active Federal award or proposal under consideration by 
DAWA Information on SAM registration is available at http://www.sam.oov. Note that new 
registrations can take an average of 7-10 business days to proress in SAM. SA.M registration 
requires the following information: 

DUNS number 
llN 
lAC£. Code. If a proposer does not already have a lAC£. code, one wi II be assigned 
during SAM registration. 
Bectronic Funds Transfer information (e.g. , proposer's bank account number, routing 
number, and bank phone or fax number). 

6.2.6. Reporting Exerutive Compensation and First-lier SJbcontrad Awards 

Per FAR4.1403, FAR-based prorurement contracts valued at $25,000 or more will indude the 
dause at FAR52.204-10, "Reporting Exerutive Compensation and First-lier SJbcontrad 
Awards." 

6.2.7. Updates of Information Regarding Responsibility Matters 

Per FAR9.104-7(c), all contracts valued at $500,000 or more, where the contractor hasrurrent 
active Federal contracts and grants with total value greater than $10,000,000, will indude FAR 
dause 52.209-9, "Updates of F\.Jblidy Available Information Regarding Responsibility Matters." 

6.2.8. Representation by Corporations Regarding Unpaid Delinquent Tax Uability or a 
Felony Conviction under Any Federal Law 

In accordanre with section 101(a)(3) of the Continuing Appropriations Resolution, 2013 (F\.Jb. L 
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112-175), sections8112 and 8113 of Division Cand sections514 and 515 of Division Eof the 
Consolidated and R.Jrther Continuing Appropriations Act, 2013 (F\Jb. L 113-6), none of the 
funds made available by either Act for CX>D use may be used to enter into a oontract with any 
oorporation that: (1) has any unpaid Federal tax liability that has been asseg;ed, for whidl all 
judicial and administrative remedies have been exhausted or have lapsed, and that is not being 
paid in a timely manner pursuant to an agreement with the authority responsible for oollecting 
the tax liability, unless the agency has oonsidered suspension or debarment of the oorporation 
and made a determination that this further action is not necessary to protect the interests of 
the <?overnment; or (2) was oonvicted of a felony criminal violation under any Federal or S:ate 
law within the preceding 24 months, where the awarding agency is aware of the oonviction, 
unless the agency has oonsidered suspension or debarment of the oorporation and made a 
determination that this ad ion is not n~ssary to protect the interests of the <?overnment. 
Eadl proposer must oomplete and return the representations outlined in Srlion 4.2.1.1 .8.6 
with their proposal submission. 

6.2.9. Cost Acmunting Sandards (C'A~ Notices and Certification 

Per FAR52.230-2, any prorurement oontract in excess of $700,000 resulting from this 
solicitation will be subject to the requirements of the Cost Ac.xx>unting S:andards Board (48 CFR 
99), except those oontradswhidl are exempt as specified in 48 CFR9903.201-1. My proposer 
who submits a proposal whidl, if accepted, will result in a CASoompliant oontract, must indude 
a Disclosure S:atement as required by 48 CFR9903.202. The disclosure forms may be found at 
http://www.whitehouse.gov/ omb/ prorurement casb. 

6.2.10. Controlled Undassified Information (QJI) on Non-DoD Information ~stems 

QJI refers to undassified information that does not meet the standard for National !:ea.Jrity 
Oassification but is pertinent to the national interests of the United Sates or to the important 
interests of entities outside the Federal <?overnment and under law or policy requires (1) 
protection from unauthorized disclosure, (2) special handling safeguards, or (3) prescribed 
limits on exdlange or dissemination. All non-CX>D entities doing business with D~A are 
expected to adhere to the following procedural safeguards, in addition to any other relevant 
Federal or CX>D specific procedures, for submission of any proposals to DAR=>A and any 
potential business with D~A 

Do not process D~A QJI on publidy available oomputers or post D~A QJI to 
publidy available webpages or websites that have access limited only by domain or 
Internet protoool restriction. 
81sure that all D~A QJI is protected by a physical or electronic barrier when not 
under direct individual oontrol of an authorized user and limit the transfer of D~A 
QJI to suboontractorsor teaming partners with a need to know and oommitment to this 
level of protection. 
81sure that D~A QJI on mobile oomput ing devices is identified and encrypted and all 
oommunications on mobile devices or through wireless oonnections are protected and 
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enaypted. 
C>.terwrite media that has been used to process DAR=>A OJI before external release or 
disposal . 

6.3. ~porting 

The number and types of tedmical and financial reports required under the contracted 
project will be specified in the award dorument , and will indude, as a minimum, monthly 
financial status reports and a yearly status summary. The reports shall be prepared and 
submitted in accordance with the procedures contained in the award dorument. 
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7. AGENCY'CDNTACfS 

DAR'Awill use email for all technical and administrative correspondence regarding this 
solicitation. 

• Tedmical ~Michael Walker, Program Manager, DAR'A/120 

• 8nail : ~CompetitorBL\A@jarpa.mil 

• Mailing address: 
DAR'AI20 
ATTN: DAR'A-MA--14-05 
675 North Randolph S:reet 
Arlington, VA22203-2114 

• 120 &>licitation Website: 
http://www.darpa.mii/Q:>portunities' S:>licitations' 120 S:>licitations.asox 

• Q,tber Qand Olallenge Website: www.darpa.mil/ cybergrandchallenge 
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8. OlHffi INFORvlA110N 

8.1. Frequently Asked Questions (FAQs) 

Mministrative, tedmical , and contractual questions should be sent via email to~ 
CompetitorBA.A<%iarpa.mil. All questions must indude the name, email address, and the 
telephone number of a point of contact . 

DAR='Awill attempt to answer questions in a timely manner; however, questions submitted 
within 7 days of dosing may not be answered. If applicable, DAR='Awill post FAQs to 
http://www.darpa.mil/9:>portunities'SJ1idtations'l20 SJiidtations.asox. 

8.2. Collaborative EJforts'Teaming 

It is DAR='A'sdesire to receive comprehensive, quality responses to thissolidtation. To 
fadlitate strong, collaborative teaming efforts and business relationships, the CD:; website 
(www.darpa.mil/ cybergrandchallenge) indudes a teaming forum. Team communications, 
networking, and team formation are the sole responsibility of the partidpants. Neither DAR'A 
nor the DoD endorses the information and organizations contained within the teaming forum. 

8.3. Competitor Days 

DAR='Aantidpates holding two CD:; Competitor Day sessions, one on the East Coast and one on 
the West Coast . Attendance at the Competitor Days is voluntary and is not required to propose 
to thissolidtation. Following the second Competitor Day session , DAR='Aantidpatesposting the 
briefing slides and videos on the CD:; website. DAR='A will not provide reimbursement for costs 
ina.med in partidpating in the Competitor Days. All attendees will be required to present 
GJvernment-issued photo identification upon entry to the events. 

8.3.1 . East Coast Competitor Days 

The Competitor Days will be held on December 3 and 4, 2013 at the DAR='A Conference Center, 
675 N. R:mdolph S:reet , Arlington , VA from 8:00a.m. to 5:00p.m. (Eastern). Due to the 
ant idpated response from industry and academia, DAFPA has scheduled two days for the 
event. The second day will be a repeat of the first day to accommodate registered attendees. 
Availability is on a first-come-first-served basis. All registrations will be for the December 3 
session until capadty is reached; at that point, registrations will be for the December 4 session. 
FEgistration confirmations will be emailed to the address provided and will indude a 
confirmation number and spedfywhich day to attend. 

FEgistration for the Competitor Days must be completed online at http://www.s:r 
meetinas.oom/darpaCX!CCQmpetitorday no later than 12:00 noon (Eastern) on November 27, 
2013. Non-USdtizens must submit a DAR='A Form 60 "Foreign National \llsit FEquest" no later 
than 5:00 FM (Eastern) on November 26, 2013. DAR='A Form 60s may be obtained at the 
registration site and should be faxed to 703-797-4505. 
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8.3.2. We& Cbast Cbmpetitor Days 

The VVesJ. Coast Competitor Day is rurrently s::heduled for Derember 9, 2013 at the VVesJ.in S . 
Francis, 335 Fbwell Sreet, S:ln Francisoo, CA, from 8:00a.m. to 5:00p.m. (Pacific). Availability 
is on a first -come-first -served basis. 

Fegistration for the Cbmpetitor Day must be completed online at http:/ /www.&r 
meetings.com/darpaqp:ompetitordaywe& no later than 12:00 noon (Eastern) on Derember 6, 
2013. Fegistration confirmations will be emailed to the address provided and will indude a 
confirmation number. Non-UScitizensmust submit a IJAR=>A Form 60 "Foreign National Visit 
~ue&" no later than 12:00 noon (Eastern) on Derember 4, 2013. DAR'A Form 60s may 
be obtained at the registration site and should be faxed to 703-807-1792. 

8.4. SJbmission Olecklist 

The following items apply prior to proposal submission. Note, some items may require at least 
one week lead time. 

D Item 
MA 

Applicability O:>mment 
S3dion 

O:ltain DUNSnumber 6.2.5 R;)quired of all propo~rs httQ://fedglv.dnb.oom/webform/ index.j~ 

&lroll in the System 6.2.5 R;)quired of all propo~rs www.sam.oov 
for Award The SAM oombines Federal prorurement systems 
Management (SAM) and the C:rtalog of Federal CbmesticA<sistance 

into one new system. SAM rurrently indudesthe 
functionality from the following systems: 
• central O:>ntractor R3gistry (~ 
• Federal ~ncy ~stration (Fed reg) 
• Olline ~r~tationsand Certifications 
Application(~) 

• B<duded Parties Ust System(~ 
O:ltain Taxpayer 6.2.5 R;)quired of all propo~rs httQ://www. irs.g1v/ businesses' small/ international 
Identification I art ide/ 0, ,id=96696,00.html 
Number (1lN) A 1lN is u~ by the Internal R3venue S.rvice in 

the administration of tax laws. 
O:ltain 0\G:oode 6.2.5 R;)quired of all propo~rs httQ://www.dlis.dla.mii/O\~rch/caae f~ .9§R 

A 0\G: O:>de identifies oompanies doing or 
wishing to do business with the Federal 
G:>vernment. 

&lroll in E-Verify 6.2.3 Applies to FAR-b~ httQ://www.usjs.glv/ e-verify 
oontracts, not to OTs E-Verify is a web-b~ system that allows 

busin~to determine the eligibility of their 
employees to work in the United Sates 

Ei1sure 6.2.5 R;)quired of all propo~rs httQ://www.sam.oov 
repr~tations and Federal provisions require entities to 
certifications are up repre~nt/ certify to a variety of statements 
to date ranging from environmental rulesoompliance to 

entity size repr~tation . 

Ensure eligibility of 3 R;)quired of all propo~rs Verify eligibility, as applicable, for in aa:ordance 
all team members (primes and subcontractors) with requirements outlined in S3dion 3. 

The following items apply as part of the submission package: 

DARPA-BAA-14-05 CYBER GRAND CHALLENGE: AUTOMATED CYBER REASONING 37 



D Item 
MA Applicability ())mment 

E'ed ion 
Blayption pass.vord 4.5.1 R:lquired of all proporers Bnail to CR)..())moetitorBCIA(Q):Iaroa.mil 
Volume 1 (Technical 4.2.1.1 R:lquired of all proporers 

())nform to stated page limits. 
and Management) 
Appendix A 4.2.1 .1.8 R:lquired of all proporers -Team member identification 

- FfRJCteam member proof of eligibility 
- <Xganizational ronflict of interest affirmations 
-Intellectual property assertions 
- SJbrontractor plan, if applia:ble 
-Unpaid delinquent tax liability/felony ronviction 
reprerentations 
-C'AS3dis::lorure, if applia:ble. 

AppendixB 4.2.1.1.9 Q:>tional May indude links to relevant papers, reports or 
rerumes 

Volume 2 (())st) 4.2.1.2 R:lquired of all proporers - ())ver Sleet 
- ())st rummary 
-Detailed rost information indudingjustifications 
for direct labor, indirect rostslrates, 
materials/equipment, 
rubrontractorsl oonrultants, travel, ()[)Q; 

- ())st spreadS'leet file (.xis or equivalent format) 
- If applia:ble, list of milestones for 845 OTs 
- SJbrontractor rost proposals 
-Itemized list of material and equipment items to 
be purchared with vendor quotes or engineering 
estimates for material and equipment more than 
$50,000 
-Travel purpore, departure/arrival destinations, 
and sample airfare 
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