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THE JOINT (HIEFS OF STAFF
WASHINGTON, D L. 20301

SM-800-69
21 dNovember 1969

MEMORANDUM FOR: Chief of Staff, US Army

Chicf of Naval Operations

Chinft of sStaff, U5 Alr Force

Commandant of the Marine Corns

Commander in Chief, Alaska

Commander in Chief, Atlantic

Commander in Chief, Continental Air
Defense Command )

US Commander in Chicf, EBurope

Commander in Chief, Pacific

Commander in Chief, US Southern Command

Commander in Chief, US Strike Command/US
Commandear in Chicf, Middle East, Southern
Asia, and Africa South of the Sahara

Commander in Chief, Strategic Alr Command

Director of Strategic Target Planning

Dircctor, Defense Atomic Support Agency

Director, Dcfense Commghigations Agency

Director, Defense Intelligence Agency

Director, PMNatiornal Security Agency

Director, Weapons Systems -lvaluation Group

Subject: Safegquarding the Single Inteqgrated
: Opcerational Plan

1. Forwarded in the Appendix hereto is the volicy of the
Joint Chiefs of Staff with regard to security of thoaSIOP, the
hasic administrative and handling requirements, and tﬁe emphasis
which must be placed on control of extremely sensitive SIOP
information. u

4. The policy in the Appendix superzoedes that contained in
GM=A4T1--67, dated 20 June 1967, subiject as above.
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3. Without attachment,

Attachment

REIAN

this memorandum is UNCLASSIFIED.
For the Joint Chiefs of Staff:

ROY %. CROMPTON

Brigadier General, USAF
Secretary




APPENDTX
SAFEGUARDING THE SINGLE INTESRATED OFIIATICONAL ELAN (U)
1, {1) tenerai
a. The guldance, as contialned herezlin, sets forth the
polley of she Joint Onlerfs of Staft with regard co szcourity
grated Uperatlonzl Plzn (SICGP). This
dlreciive 1s intended tu:

(1) Emgnasize the ract that meticulous attention must
be given o surlet observance of baslc security regula-
tions 1o aafleguarding vne 3L0P.

(2} “npnasize the facl that siringent control must
be exsrolses cver TSP extremélv s2nsltive Informatleon
(3107 -E30F, a3 Zelived oel.w.

{3} Provide tne basic palley for tne identification
and anplicatison ¢r these special suntrols for SIOP-HSL,
b, Executive Opdar o, 13201, datsg 5 November 1G53,

and DOD Directive 5200.1, dated 10 July 1968, provide
instructlons {or "Safeguarding Officizl Infﬁrmation in
the Interests >f the Derense of the United 3tates.”

These dirsctives prescribe measures for classiflcaticn,

" reproducticn, a2ccountability, dissemination, and

transmisslon of off

b=

2ial informrarlon and include within
thelr seczpe th2 documents constituting the Z10P. This
directive is supplemental to the prezeding directives and

appllies more speclfically to SICP-EST, as described herein.

e, The Jolnt Chlefs of Staff consider that éistribution

of and access To (INP-EST muast be strlctly 1limited, based

on rizor..sis jasil

o
N i

Jed regudiremsuts,  Specifle zecurlty

coant e

Luoanm proozaareg will os estuablishied Lo assurga that

[

aveess 15 aathorizad with atmost Mecrimlnacion 1In ail cases.
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- 2, (U) Derfinltiong

Poinfborratlon of such o senni-

a, nior-m

tive aature btnat lts disslosure to anauvtherlized gorsoas

would serla: Tie eftentive sxgeutlon of the

plarn.

Lo S10P Faterials, Any ovseoprdso Informuavion, regard-

less wi its physleal rarmn 2 characterisbles, whleh ig

JC% 8102 and is derivea from or publlished 1in

hilon e Lo Septesented Lo any

L, wnether prlated, typed, or

woooLmLollan .

ty slectpenle means,

() Tmla prucess

opneiogracanlie roans,

wpecduoblon - Lie foregolng by wonatever

L) Matoptals aser Looaprotductlon oo the b

e

amsling
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thersto, and asscoiated soharce data.
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L., DTOP-EST Jocumenbts

ol Lod

Sile . oo orter to permnlt lizedlate

Ldentifloation of these Jgusuments,

"IIOP-EST" shall be promlosnily afrixed,  Tnls Lo-

—
[

dloator 3ha alan oo annltlic! v ctupllatlons of

docwienls vnten, ailihicdg, oL JIOP-EST indlviduzlly,

may, in Lhe aigregate, be ov o

(1) NATO document

]
T
&
T
(=
-
(1]
o
[y
el %

In zccordance vitth
SM-i12-85, dated I Mey 1560, wlll nob be merked with

the ST0PF-Es3] Laatester,  However, ths follow!

statement will appear on The cover, the title paze,
anu/or in the lebtter of promulgation:

Tl JSheolent rlioalns exdrensly sen

Oporational Flan., &oczss Lo thils documsat or

mengarate wlth rigorously

.5, Use of military or

milivary -controllesd w2rileles and two éfflciall;
.ﬁeslguated couriera iz mandatory."

{2} Tt is enphasizesd irnzt the ZI0P-EST indicztor
is not to b2 Ingerpreted z2 a separate securlty
clusalvlzatiaen, Tnls inclrater 1= Intenced solely ag
a mevhanli.n Tor 1dentiflezclion of extremzly sensitlve

infuarraclon wWitler 30211 pe controliled in

=3 estatllishied hy whis

sevlanee with proces

dlrective.

5 Appendlx
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in subigaragraph 320 above, U must be borne in mind
that indisseiminate ure ol the SI77-E5T indicator

will result i unnecessacy addltlons to access rosters
and wodas restrlictions on provessl- g of documents
whleh could slitinately resuwlt in lessened security.

¢. SIOP focumente of

W

classificaciosn lower than
TOY SECRET,wnlich are consldersd to reasire limited access

and,for s

2ei2l handilug,shall be dissemlnated ln accord-

ance witn Ssetien VII, piragraph D, Enclosure 1, of
I’y Rlegetive 5230.1 Lo 2osrioriately cleared pzrsonnel
with a valld need to unow, IZuch dezumsnts shall not be
conaldared nor ldentified as 3TOP-EXT,

d. RIGP fxeimorbo, exespl tnose moiifled wiier the
pruvisions of zporoorlats dlrsctlives o distprlbatlon
te WATS, snall oe laweleu for no forelgn disseminatlon,

l.e., 5Pz

HSANILING REQUIRED NOFORN, Wernings
concerning ns anplizatlon of Esplonzgzs Laws, Title 13,

s,

T3 oand i, shall be affixed to all
QIGP Jocuments whitelh are or mignt ke s,bJect'to dis-
semlnatlion oatside the exc.avive bratch of the
Guverne:ns.

5. (U) Gistridbution of 3I0P Hateria

—
W
3

Tu

Extracts

a. ‘e Disector Tor Qperaticny, Joint Stall, Orgunization

all wsers of thwe JOS S19F uwrior to the sublization of each
JLOP ana ranert recomnznded disztrituticn listy {including
the tasle pian and annedes theretd) to tne Jolint Chiefls of

staflf.

re spprovaed In the

v, Appendix

, willl review the requirements cf
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{1}

kequests lor to anproved dismrlouticn

lists will be submitted z¢ tne Lirector, Joint Stafl,

Organization of the Jolnt Chlefs of Staff, with appropriate

Justirnt

catlon. on eons ratlon ecomnenda n
atl Up cnsideraticn and recommendation by

the Dirzctor for dg=rations, Jolat Ztaff, the Dlrector,

Jolnt Swafs, is authorized to acovrove/dlsapprove such

STOF wden

follow

vt
=

agended

Rejuests or chernges in the number of coples

wution llsts wlll be sub=

-

d by approved dizir

to the Director of Strategls Target Planning (DSTP),
£

ot

er informal cgordina-
th the bLirector for Zgsratlons, Joint Staff, the
gutheorized U npprove Jllsapprove such reguests.,

DETE Ls aatnoelisd UL mace distrioution of JCS

clalzs for ezzh major revizlon or update to the

tre provislons of subparzgraph 3a, with the
soipalaniong:
irless an esvention le stated [n rhe approved

Pation Liaste, az previded 1o subparagraph 5a, or

tnder the provisions of subparagraph 5a(l) or

JoL STDY walerlals claztrilzated by the DSTP

wild e .ntaln onnly wnat Zate pervaining Lo the user's

(&) JLP-ELT magnellc

o) The DOTY will forwerd Lo copy of gac

it in the

iverenrly of usars In thie Yashington, DL C.

antty arsa o Latersso.

wWwilll e distriouted to

™, (., area as follovs:

i hppendix
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{¢) Hogquests for rzproduca ! tapes or p.orilons

or prlutouts therecI wiil o mluted o Jux
Director for Gparatvtingz, Jolnt svaff, whnio L=
authorlzed to z2pprave/Il3approve SucCh reguests.

¢, e TP O4s auiheloes Uo nede distrlbunlon of

(1) A1l JSTP3 SIub raterlals:
{a) Joint Culers o2 3talirl

Operatlione] Chief of dzafl, U3 Aip Force; and

) Cniefl of #-zPf, US Army) Chlef of Nzval

4

i~

Cuomnariant of the farl:ae Corps.
(¢} Commands dssiznated by the Jeint Chizls

.

ol DUAVD e Eorvy

authiorities.
{2) piscributlon ol J3TPS SIOF materlals to the
commands o1 agoneics nov covered o praceding pacagrapns

will be ¢ornslieced o & Case-cy-cese basis.  Except lor

Tiwe

Peuests Wil

Lo complete oy

EPErove Iuen
ror et foeiive operatic.s, 2egqueszs uct favorabtly
carglaesed Ly Lha

Divecto fer revicd and
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will Ye submitted to the Lirector (oo Jperatlons, Jolnt
Staff, who will review and suimit approprilate recommenda-
tions to the Director, Joint Staff.

freen Lhe Dffice of Che

Secrevary or Telenge, ool coversd Lo subparagrach Sa
above, snall be referred o Lne Dlrectour for Cperations,
Jolnt Staff, who willl subait recommenaed acticn to the
Director, Joint Stalr.

£, Ve Tulefs of Btaff, consuliing

a4z approsrlate, will revicw
requests for SIOP decuments ifrom the White House, the

we@nt dipartnents or agsncles

T 3IGF decaments to foreign

nationals, MNATC, 2EETD, o« CELUTO wila we submitted to

to the provislons o0 appliseuie direcrtives, changes,

rration nreviously released

w
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fot
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to HATY Cnrough Tre NATD O- suments frogram ond relatling

TEODIUWLE proy UG Sut wes, or
mnien T Lawer crorltrs, oas LAy he reaclped Lo
oo Ll e PR P ol EIONE, hei fed-
froans oLt i ELC L R VO R PR o Jument oXLIaciu

Appendlx
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T

shall, in evepry case, bz on a il ily dlgerirln=l by

basls and shall be contr. lled by Loo orlginaior
{extractor) 1n acceopdance winh applleable dirscillves,
including rhis directive.

J. Speelzl nrocedures for extracts feunm STGP-RESI!
documenta,

(1) Release of SJOM-EZ] data to forelgn natlonals
is prehilolved, excepi as expressly authorized under the
MATO Toecwusnts Prosras aud as approved by the Joins
Chiefa of Stairl,.

=y

e¢n extracts are nzde [rom SIOP-ESL maserial
or wien portions of SJITF-Z0T materizl are repraduced,
metloaloay consilderatlon wiall ue glven ¢ the
detzemiinacion oif apeoroorlate clasalfication and
Ldentificatlion., Tt 1z of particular lmportfance to
Jdetermine wnatner or nt such extract, o portion
reprodiiced, retalns za, or all of Vre characterlstlces

pove and should he

outlinegd iu subpara rith 33 a

Tdentificd as HI0P-N

JETPS 510.P Jdocuments/materizls

(9]
[ 5]
[
"
.

k. Reciplents o J
w11l check tne docunents/imaterials for completeness and
return raceipts within 72 heurs of recelpt, reporting

tainedlated; 2any dlserepancliez noted to recipientst pavent

coanand,  Parent commands wiil Inferm the crizinatling eagency

witinin 20 houres after btelna notilfled, in the event the
Aigerepancyiles) cannet L resoivad.

. (U) laventory and Sivhuine

zrdd ldentifled in

a, AlY ZICP materlalu, aos

laventoelaes anaally,

rArasenons 2oand 3 arove, will oo

iy

AN A wlilmom, e more Cronornuly LY tne

apnrotrigle Tervlec, Joloh ageney, or command elassified

material contesl praceduves, excewps as speclflceally

: Appoendix
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L. ‘ihe baslc SI0P and mzjor ce:leations ¢ Lti anneres
{(1.e., annzxes 2nd appendlices malntzined at Zervige, cint
ageney, and unifled and specified cwmmand level, exvept as
indicated 1n subparsgraph &3 uwelow. are sigihtabls dosumants

for wiich inventory soall be raquirsd senloanually.

¢. Becauss ol the evrtra2mz senslulvity of inzcrmati;n
ldentiflasd as SIOP-FESI, all documents not coversd In
subparagraph 6b  above, which are Ljentified as con-
talning SI0F-25I, shall ce inventorliszi, sighted, and
reported simultaneously wizh thoss roguired oy JCS
Memorandum of Pollicy Ho. 3%

d. SICP-E3I decument: which are =Ifeptive {or § mon

o 125y wili we controliza gy decun=is receipt/rertiiicate

cl destructlicn procedure:s {n accordzace witn applicztis

Service and joint agency s=2curlty directives. These

ot

docuinents shzll he Jdgztroyed within 10 Iz2s35 of super-
seszicn.  Certiflecates -0 dastructisn siall b2 maintalined
as dlirected Ly

of unilied and

Command internal inspecticn procedurss will be =2stablished
to assure rlgid adherenze to tngse grocsdures

ol lne

vy owravlde walders a il lng 0P sirewviliie
daviments aesorived 1o sabraragrasns o oand 8¢ above,  Docu-~

ments 2ontrolled in accordance with subparagraph €4 above
wilt Lo exempt. Upon receinc of this listing, nclders shall

verlfy the llisting and cz2rilfy uhe signting of vuih

duc . epenbs Lo Lhie P50, Pros TATP wlli Porvasioa con-
st bttt slznting ez, LD e zon &l siznting
Lo the Cecputzey, Jaioy Tnlifs of Slerr. Tisorecancles,

LU gy, ~hedl be hartles gaparatel) Lo accordaice with

parasret-n 11 heiow and raported to Lhe Director, Jeins

Crpn s tke
Gtal'l’,

R 11 Apupendix
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e

f. To facilitate tnnils Inventaory - sigt [T to

proaviie the maxlmum securlity,
matertial should provlde for central control of such

docunents.

EXL wlll Le centrolled solsly in aocordance with standard
pracedures governlag access to classified infor-
IL is nel considered necessary to estaslich any

eesa Lo these dakbe.
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Lenated SIOP-ESI

procedures,  Servlces,

Jolut ggmnoles, aod
to provide isolementing lnstractlons

for ths speclal control procedures Labtllned below.
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b2 cn a2 selective

and discriminating basi: in aceordance with stringent

1

zrments rejuiring

user rajiirzments, 3In=

acoes: te ITCP-EST sneuld be Ldentifiled.

(2) Perscnnel who are to be authorized access ta

1741
)
o]
Bl
i
by
L2
Lol
1)
N
i
—
=
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czsess 2 finel TOr SECRET clearance,
cased on & Sitkgreund investligaticn. Such Investiga-
tiun will nave been completed wilithin the past 5 years,
or Le In &n updating process, 15 a previously completed

Laelyround Investigation 1s more than 5 years old.

'

vida pe Tolelfed on wn2 contents i thiy directlve, plus

andald te Lozompilaied arI o will o fnciude uonification
ooty osod tomvel szznoletlons oas oset forth o sub-

proraerzp. 7of8) boiso. Thess vebrlerings shall glive
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'

emphazls to the fndlvidual’s continulng reorcenslbillty
for tne protecticn of informatlun obtalned us u resuly
of hls accesa, To saticly thess requirements, cach
tndividual who 1s grantad STOP-Z3Y zeecess wlll exacute
an appropriate bristing/debrtefing certiflicaty which
will be moinizined s 2 peramnent part ef hils securlty
file.

(%) Personnel whu have broad or continulng access to

an operational categery of SICP-28SI {see.the Annex hereto)

at Service, jolat ageney, or unifled and speclfled com-

w—

mand level willl be subjfect to approprlate travel restrilce-
tiens, a3 determined Ly the authority granting access.
Certification «f' thls travel rasicicticn anl of [uture
duty assigrupent rescrletion will be forwarde& to the
parent Service gersonnel distribution control agency.
This certification will be effective for a minimum of

1 yezr after terminzction of acesss cor detachment, which-
ever occurs first. A walver of thess restrictions may
be granted only upan apnreval by the 3chority granting
access. Determinaticn of restrictions to be Ilmposed cn
personnel at lowsr levels of command will he mzde by the

approgrlate Service and command inveivad.

%

(%) Prior to vlsizs by parescnsl who will eiguire
acenas to SIOP-E2I data, Yhe apereoprlate headuuazeters
will he noatified of tne category of SILOP-E3I ©o which
cacn individual) 1s avihselzed aveess. This ceoctilica-
tion la 1n .additicon to the requlrement to certlfy
asptopriate secur!iy 2lecarances, IF arpropotace, any.

il flesslen Lo catsvzry canber lmuose! by geographleal

distribuablon of dovwments will o2 added.

CBE LY 13 Appendix
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(€) Organlzaticual magter acewss 1isto w11l be malutainzd, g

as gppropriate. Sucn lists, in thelr entlic.ty, should be

classifted CONFIDE Thesz lists snall ne reviewed

periédically as aan adilitlonal mezsupre for assurlng acc=3s
i3 llmlted Lo the minlmum numbers of persorns reaulred.
Correspondence or messag2s pertalnlng to azeess for an
Individual or small grouss of parsons shall be markad FPQOR

CFFICIAL USE TMLY o1 EFTO,

o
w
o

]

3
"3
O

LX)
¥3
I
m
r
1]

(7) The operaztienzl and edulnlstrative catsgorles of
SICP-E3] sect rorihr 2 the Annex are established and shall
be used fcr access contiyvol, sublizct to mlnor medifilcations
raqulred Ly the geographlizal Jdistrlbution of docunents.

(&) . Irtarnsl iruoeati arocacures wlll ol

A ] e RTGEPGUC1ON PTOCRLLES Wiil glive
speclal and continuing esgnlzance to safepuards for
SIOP-E5T documents.

¢, It is Intended that control measure:z Ior access to

SIOP-EST will provide such accgess to the fulleowlng:

(1) The Joint Ohiers of Staff, membars of the
Ovganizazion of the Joias Chlefs of Starff and other
Joint Staff ageneles. and personnel assigdéd te the
Office of nhe Cearetary of

eflensa,  Auchorlty to

grant acceeas ls delegated to tne Lirector, Julnt Stafr.

Opeprartong; Cilel of Jrard, U3 Air Foroe,

Zommanddnt of the Marins Corps; and memiars of the

5

Jewvice eid departmenctel stalfs.  luthority to grant

access 13 delegated to tie Canlefi of 3tafr, US Army

izval Coeraclons, Chiat of Stall, UI Air

SO0 s sl Dempandant o tas Mayloo Corpe.
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(3} Commanders of unlfied and specifl=’ vommands
having responslplllizy Cor plannlng, preparatlon,
coordination, and/or exzaubtion of the SIGT.  Authority
to grant access is celegated to the commanders con-
cernad, ;

{4) The DSTP and rerzers of and repreaentatives to
thae JSTPS. Authority to grant access ls aelegated to
the DITP,

(5} Gther personisl oot coverad above, as rmay be
guthorized by the Jolnt Cnlzfs of 3taffl,

3, Trie authorlty to grast access delegated in sub-
paragraph 7¢ above may U+ furtner Jelegated to appro-
priate subordinates. Sucn furcher delegstion shall pe
held to bthe minlmum apgropriately clearsd individuals
consistent with requirenents.

e. It 1s intended theat 2ivilizn perscnnel not subject
to the provisions of Federzl Civil Service Commission or

DOD personnel policles {sgpecifically, indae

tn

trial contracter

personnel) nst be gran

cr
w
1
w
(¥
It}
11}
1
M
o
o
w0
¥
o
"y
1
[1
{n
-

Any requests
for such civilian persann2l agcess snall be referred to the
Pirector, Joint Stalf, for 2pproprizte actlon. FPersonnel
in thls category wlll poss2ss a2 final TOP SECRET clearance,
based on criterla establishzd in subparizraph 72(2) above.
. (U) Briefings
2. 3102 briefings shzll net be zlven to cther than those

personnel under the conircl or militapy jurisdictison eof

the Joint Chiefz of ftulf or of the Chizf of 3talr, US Army;

hief of llaval Qperatiens; Chiel ¢ Starf, UZ Alr Force;

and Comms

develop, malntain, or implzrent the SIOP, witlhidut specific

arproval 2z Indiazted Lelow., atten

o
2]
3
£
[

at SIOF brieflngs

deslignated 3TOP-E5T hall te zoverned Yy approved ogeess lists,

Sisermn :
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p, The SI0P shall not be used as a veghicle I instructio:n
at Service scheols or other lnstructional institutlons.
Speclal SICP brieflngs to the joint or Service schools wlll
requlre approval on a case-by-case zasis. The Directer for
Operattons, Jalnt Staff, will review requests for briefings

o

ol Joint ceolleges and malke approprilate re;ommendations
to the Tirector, Jolnt Staff, who ls delegated authority
to provide approval. Tre Cnlef of 3taff, U3 Army; Chief
of Naval Operatlons; Cnlef of 3taf?, US Alr Force, and
Commandant ! tne Marine (crps are rszauested to provide
approval of sucn requescts from 3Service schcola. Regquests
fap STOP bpiefings will 1dentlfy tre speclflce Information
concerning tne ITLP tnat ts deslred in the zrlzling and
Justificatlion snowlng tie purpose served. SIOP-EgI
data will not be briefed, unless spscifically authorized
by the Tirector, Joint Scaffl,
¢c. The Chairman, Joinz Chlefs of 3taff, consulting
the Jolnt Chiefs of fiaff, as approcrizte, wlil review
réquests for SICP brieflngs for the Congress, the White
House, and the Orfic¢e of thne Secretzry of lefense,
d. SIQP nrlefings shall aot be gilven to forelgn

naticnals, ineluding membhers of NAT0, SEATS, and C

r

NTO,

kr

excopt as may oo approved on a reguest basis by the
Jolni Chileiz of Staflf opr as providsd for Ly other
apaclific action of the Jolnt Chilefs of Starfl,

=, Hejguasts Fép SICP brizflags not coversd a2btove will
be submitted T¢ the Dirzctor for Cperations, Jeint Staff,
who wilil review suech rejussts and suinic gipropriate

recomuendations to the Direztor, Juiunt Svall’, for approval.
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' 71) 9./’6)/Corresaonglunce

a. Correspondence, repcoris, studles, messages, and

any other medla relaying SIJ2-Z3I shall Inclu

ment that:

"Tnils {correspondsence, memarandun, regsri, ete.)
contains SIL0P-ESI dana. Aecess lists govern internal
dlssemination.”

b. Messazes contalning SIOP-ESI shall 1nclude the
deslgnator "SPECAT" and the indicatcr "SIOQP-E3I" at the
veginning of the message text 1mnediately roilcwing the
message classliftcation, in accordance wilth subparagraph
332d, ACP 121 US Supp-1{ ), followed by the statement in
subparagrapn %a  above, @3 approprlate.

19. {U) Courier Instructloas

a, SIQE material rnov ldentified w3 S
harndled fn aczordance with applicable directives.

b, SICF-E3I materizl noi transmictizd elscerieally shall

be dispatched only Ly courier., The Armad

Service [ARFCO3) ma, bs wiilized, SI0P-L:

transporied or processes ocuiside military instazllailcons

securicy of th:z mavterlal, Jhsn utillzing alr transportatios,

conrlers are used to transport the 3I0P-E231 materizl to

sud r'rom the alrocral't zod smalonraln surieillzance until tine

afverat’y i sirboive. US militapy i trausportztion is the

Tal o ToaTraes

S 1lut 1o under US military control or US cornercial non-

passaner ¢ary0 alreralt mzy be used In llew of millitary alre.

-
-1

vendix
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whepre the passen-
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. SECRE—

c. SIOP-ESI material trzasmitted by ARFIOS 11l be
processed and transperted in accordance wlth sabparagraph
10p above. Dispatchlng <ificials will designate the
material SICP-EST when sntering it into the ARFCO3 systen.
Speclal handllng withln thnz AHFCCS system will be as
prescribed by the Dirccior, ARFCLE. Commaniders supporting
ARFCOS are responsible for providing arrangerments for the
transportation of SI0P-Z3I material by nilitary air.
Priority will be providsd to the transalssion ol deadllne
dellvery date SI0P-ESI material.

¢. All SI0P-ESI materlal peing transported by ARFCOS
will have the follouwilng stztement ziiixed to the outside

ol the paoxs - in addizisa to the rormal

addressses ang markings:
RESTRICTED HANDLING REQUINED
(1} ;ir trangportatlion of thiz pacskage will be by US
militeomy aleorain; US Milltary 2121170t Comnand commercial
coutract alrcraft, 1+3¢ the passenger list-is under US

military control; or 'S commered

nw

1 nonpassenger cargo
airerait only.

{2) TWQ COURIERS ARE REQUIRED ZETWEEN US MILITARY
INSTALLATIONS. COURIERZ AHD GUARDS MUST POSSESS TOP
SET CLEARANCE) BASZID QN A CIMPLETED FAVORAZLE BACK-
CGRUGNO INVESTIGATION. OLE SOYRIZR CAN Bz WSED DURING
rLY2HY 30 LOMG AS TWS CLURTERS DILIVER AlD PICK UP
MATERIAL AT PLANESTLE G?é MILITARY BASED.

{3) vnen not attendied by gqualilied ¢curlers, the

minimun security regulresd for cicorzge ¢f fhis pacwzge

Yo In & szoure rogm oyar . [N ods s o intrusion

detortion zle gtepn o oa {lass p nstructed 1n

accordance with Indivlduzl Service directives.
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Autitons In Cuse of Foznible cor Actuni L Lnmromlise,
Colefg of Staff{ ard the [2FF snpll be inlorned Ly

awallipgble, conslstent winn
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2. {U) Eleeuronic

of data vrewrsdaction

need Ior attenilon U

are used 1n procssnaln

mast La L owass O
- ' maveriel,  Clnonr s anht =g=aci=2i snilon oo

special

teinution and &ccess

I
[
14
u
@
o
o
i
2
i
n
0
or

- T - R TP Rty P + = ~ - - It B s N kRt
3imilar reproductlon, £t2ll 287eblish sulnall: and adsgunts
- PO i) - LR PR HET . PR e gt - i .o
means f'or consrnlila AUT.anting, =nd accesi. In oevery

extracts, or arsrmatlon Jdwslvaiives ernall ba

thnose regulred 10 serve valila n2ads.,  fooess

envirovnment reguires speclal zrzeautions, since ghe
oG eainy et E aded Lo ot ure L 0T cevy ATOV-RST most be

protected god mest
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SR il 21

is carrled out (l.e., the procedures have beer Jdeslgned (or,

but are nol limlted tu, releasing Lng recordliiyg cwdia 1or

i

maintziance of gqulpmens, rslurn o parts to contracior,
release of computer to conirac-ors, =tc.):

(1) Clear Memory Procedurss. ‘her SIOP-E3I has been

processed uslng eleccronic data processing equipment,
Internal memory (i.e., core) in the central processin
unit may be cleared by alternately settlng each address-
able memory locatlon to all "1ls” and all "Os" for 100
cycles, such that the stzfe is changsd at least 99 times.
The successful applicaticn of this procedure nust be

veeirtea after the 100th cyclie. Internal memory,

fied, The abllity to clsar internzl memory of thin film

or plated wire completely for declassification purposes 1s

uncertzin; thereters, such medlia nmust setalin the TOP

{2) HMagretie dists, slzc pseis, dise ©iles, drums,

and Jiner storage Jdevlos

diszssed In subparagrach 13% below) that use elther a

niciel cozalt or oxlide

wediwe ma, be duclassiflad alizre _s
tine rollcwlng procedures, 35 agppropriate:

(a) Providing that SIOF-ESI has been recorded
endisturbed no 1cnger.than 72 consecutive hours,
211 datz tracks willl 2 overwuritten z minimun of
three times wsing maximun zurrent thoat 111 nots

g2 oo lmpalr coe veesrding eguipnznt.  The binary

dimic 1 vr 0 will e wverwritesn In oll bit locations

Appendlix

thin Uilm 2.3 rle.od Lirg may thnsa fe declassi-
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angd overwrlte verified, Then, o single @ oiznleo,
alpnacetic, or speclzl ¢heractsr wlil by Cvsrnrltien
in all address positisns. Flrnwlly, alphsz. gweric

dabs wnlen is locwn to be UNCLASSIFLIED carn be over-

writien In 21l poslilons, aud wnls UNCLASSIPIED teXt

showid Le lefs on tho Jewioce., Tais, too, shivuld be

integral

5= subsyssStem, an AC/DC erese will

ve applisd to 21l data tracks. The tracus will then

be averwritien a5 in subparazraph 13a(2){z) above

and verified that the overwrlte has been accomplished.
2. In the =vent a storage unit falls or has a

m=ohanieal fallure which i1nhibits normal cperatlon,

a hand erase Lz or portable permanent/LC magnet

will be used t> wipe 2ll dota tracks, lncluding the

oermanant catz

as cldck, =ddress and word

[31]

nar<, or nessage tracks., The erase bar or nagnet
muzt proaduce at least 1500 Dszrsted field intensity

&t the reccoprding suriace.

() If SIOP-t37 has been rezorded and renaing
uiritsturbed for gver /2 hours: or is subfected to
excessive heatlng, 1t c¢an only ve considered de-
classified Lf the recsrding suriface 1s completely
removed,  Unavallabiliity of appropriate facilities for
surfaecs removal will nzcessitate shlpment of ¢ne material
To oz sultably 2auligpsd depot or manufacturer.  Such
Lransportation must e In aecordunce with gzragraph 10
above.,  Dumaged or inoperetive drums and discs which
Caniot ue fpreatwd 23 prescurlied in subparacscaph 13a(2)(a)

abave  Pall urndes twie grovislonc of this par

aph.

SCHTT o2 fippendix
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LET-Fa R u

(3} when the disc, disc pack, disc file, or drum 1is

~—

treated as preccerib=d in subtparagraph 13z2(2iia) above, 1t
may b2 declassified and released to the commercial contrac-—
tor if it i3 to be reaurﬁed to a wilitary ucer. The milli-
tary user will establilsh those prccedures necessary to
irnsure that the sane disc, disc pack, dise fiie, or drum

Is returned. Thelr trarnsportatlon and movement will be
handled to insure tlmely receipt by the contractor (l.e.,
contracter furnish receipt to sender upon arrival and no
extensive delays have occurred). They wlll not be
permancently released to commerciazl contractors without

specilic zpprovel by the Directczr, Joint Stalf, on a

w

vasE=Ly-23% Lesis.

() When the dlse, disc pack, disc file, or Arum is
treated as prescribed 1n subpzragraph 13a{2}(b) above, it
1s UNHCLASSIFIED arnd released without restricticns to the
commercisl contractor,

.

b. fagnetic Capes usod ta recaed SIOP-ESI may be degaussed,

using wpproved bullk degzussing equipment which meets tech-
nical specifications prumulgated by tre NHatlonal Sscurity

Ageticy. Tapes may be supszguently declassifled bui must be

oL et Nire el o recso ] ST0F-ESI Il aot be
fewlouzteled and will continue ©o »ataln the T0O7 2ZECRST

Appendlix
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14, (U) Destruction. As a matter of policy, In order to
Elnsure control and minimlze the possibility of cu.promise,
SIOP material will be destroyed prompily when supsrseded by
new editlons or when no longer required for operational use,
Archive coples are authoriced t& be established by JSTPS, as
prescribed by the Joint Chiefs of 3Jtafr. Qfficlals certifying
to. the destruction of material contalning SIOP-E3SI will be
comnisslonad officers, warrant officers, or cifvilians In grade
G3-9 or ahove. Wltnessing officlals w1ll be commissioned

LAy

offlcers, warrant coificers, or noncomnlissione offfcers 1in

+

grade E-/ or above or civillaas 1n greds GS-7 or above.

e 24 Append{x
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ANNEX

SIOP-ESI OPERATIQNAL ANRD ASDHMINI3ZTRATIVE CATESCRIZS

-

(”E{j 1.’;67 The fblﬁowing operational categorles proviie ac:cess

o

to full and detailed knowledge:

CSperatlcenal
Category

0l
02

03

o4

05

2, (U) The following adminis

only as necessary for adnin
in & routine manner:

Administrative
Category

21
22
23
24
25
26

J—
Teneroln AL

‘st

-

LS

Ji

Access
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trative categories provide access

futhorized

category

category

category

category

categor

category

Ul
02
03
o4
05
06

AT

n

£
i

T 12 YZAR INTERVALS;

CALLY DECLASSIFIED
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